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Abstract of JP2004364273 

PROBLEM TO BE SOLVED: To provide an 
ISMA protection framework capable of being 
compatible with the MPEG-4IPMP extended 
standard. 

SOLUTION: An apparatus for receiving an 
MPEG-4 IPMP extended ISMA media stream 
receives an ISMA media stream including an 
ISMA head, contents and an IPMP tool list 
descriptor indicative of a method for 
processing the contents, acquires the IPMP 
tool list descriptor from the ISMA media 
stream, tests whether any tool indicated by the 
IPMP tool list descriptor is present in the 
receiving apparatus, uses such tool, if present, 
to process the contents, and otherwise ends 
without failure. 
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immm 1 1 

MPEG-4 I PMPK^tlfc I SMAlP h y -A^^fet5glT-fcoT, 

I SMA^yKi. £ . mJffi=> ^^viy O^JS^SSr^-t I PMP /u-y 

mriB. i sMAift^ h y — A^^btufE i pmp7- /vy * me^^-^^^u, 

ffJie I SMAl^ h y — A fit I OD^tU mJlE I PMP7-/HJ ^ MEizg^-^fuFE 
I OD^b 5ri Sr#m itS If 1 i^fBm^^a 

[ff*il3] 

MPEG — 4 I PMP4(£5S$t^/c I SMAI^ h ]) — -k£rSfei-5^«T?£>o-C\ 
I SMA^yKi, ^l/fls^y BUlE^ ^^V^O^S^i^r^-f" I PMP lEM^f- i: 

I SMAI^ h y -A^ffiL, 
BUfEI S MAlff:^ h y — A/0*£> fulE I PMPlExB^^StftU. 
busE I PMPfEizE^-^^SfLfr^— y^sSirlBS'fS^B^#fti-2»* s Sd*Sr«l36bx 
BufE^— /v*s#^-t-S»-g-^»4S9SB^— /vSr^v^-CmflE^v^^^SrAafSU^ mllE^— 20 

HUBS I SMAlf^ h y — Afi£ ^{C N ffjlE I PMPfExti^SrfB-r I PMP lEiii^-TK-r 

fulE^S^gfiSijfE I SMAl{$^ h y — Ai>5>, HiTlE I PMPfBifc-T-sK;* 

fulfil PMPfEizE^^K-f V^^sjgi-T Ki^cDfufEI PM P 1E5^?- SrSt*^ S r £ Sr^ 

immm 5 ] 

fiuffi I PMPlE3z!i^-#-f %BUfE I SMAg£f£;* h V —J*<DE S lE*!!^/^ fb^?# 
B&IE I PMPfey!^^ >-^/^a-rftulE I PMPfEizfi-^^Htjfe I SMAl^MJ-A© 30 

[Iif3&*l6] 

fulfil PMPfEig^-e I SMACr y pSSi^-^^^tlTV^iJ^, itflE I SM 
ACr y pj|?^^— /V^eitt, HufE=* (DMWt&ft O ^ t ^T^ffC t ~t ^m^M 

[»^^S7 ] 

ftusE I PMPfEjZliTFfC^g-^^ttXV^^) I SMA Cry p D a ta^bl SMA Cry 

SufE^ 9 tB^nfc I SMAC r y p^7^~^lrffl^T I SMAC r y pf&Wi^y — 
-gSL^ MfE^>-^^^^^^tT9 ^ i ^^ici-rSft*ll6 {CfEife^^B^fio 40 

[ft J&*I8 ] 

HUlE I SMAlfr^ h y — ACO I PM P ^ h y — J*tH<D I PMP^ y-fe— -^(C^&^^tt 

I SMA Cry p D a t a^b I SMA Cry p s<? ^ — ? &rlfc i±5 

ftuffilfr "9 tH£*L7ci I SMAC r y p /V * — ^ £rffl<^-C I SMAC r y pfifBc^— /V?r 

fulfil SMAlfr^hU-Ail, fufE I PMPfEizE^-^Dit-C. $ <b (^ftufE^^ < t h 
— oco^y— /u^Tjk-f- 1 PMP7- yvy h BEiE^-^-a^-, 

fuifi^i'ftilEiSfct. fulfil PMP7-;V!)^ hlEiz£^-3Uifulfi I PM P tEizB^^Stft U~C 
. tuffi I PMP7- /^y ^ hfEizS^-3?.teHufE I PMPIEizE^t^^^fc^— /l^ftufE^W 50 
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[i£#r£-Sf] 

[0 0 0 1 ] 

I SMAftf7l/- A*7 — ^(CO^T2t^t^MPEG-4 I PMP&I 

[0 0 0 2] 

^ (I .SMA : Internet Streaming Media Alliance) ,H CO X O ^EHffcCD 0"t?$>^ 0 

Gfiff$rffflt5r i: ^?c&^b-C*5>9 , ±lciM©M P E G - 4 StlHA^^Wt 
#*KliCttMPEG - 2*5i-CFMP EG — 7 S^Sr-atp^S^i^IE^r^^ U"CV^ 

•So 

[0 0 0 3] 

I SMAttSfc, I SMAl*^ h y — AfflfCBf-^-fb^ L— AT7 — ^ x i"/^*, I SM 20 

ac r y pt>M^u-cv^s 0 ro^L — a y — ^ i-±mm.com^n-^itid&m -*im-?&> v . 
i^^^m^mm (drm) j^^mm^im-c^^, ^rn^t^ i sMAtttfpjit© 

s I SMA7 U — J^V — ^mcO I SMAC r p t fti©7- ^rv 1 ^ El^r^^o |1© 
I S MA DRM©|5H(i, I SMA^ftWBf-^fklK.tJ* I SMA> y-fe—^WEIETfc "9 
, MT*\5T ISMACryp" t 9-</V £ frlX$$ 9 . I SMAC r y p©->^t!) V^li 
"RTSP/SDP+" (ISMA1. 0 S E> P *r ~7 ^ = 3 V • ^ I s MA C 

r y p v-i^-7-y i7^§tlTV^„ v7^!Jyy (l. 1 ) =i >-^P 1/ y (7>ifl 

MAC r y p C0f5|g^.-efoS 0 3: fc. El 1 (C*5V ^T „ it/ =7 -f ir >" ^ *Wmfi> b I S M Ag: 
'fe^^cD^ (Xii^-fir^^) OlBiH(i N I SMAC r y p©»tl>5„ I SMAC 

r y p^mmmcomm^ ±.mcox o^\mw^t^~^-^mm-r^^^.f^m\^^t^^ 

ttl5„ iH-fH^ (1. 2) fi. RTSP/SDP+ (I SMA1. 0 S D P 7 -f — 
v'a >- • 77^ I SMAC r y p->/t!J I SMAlifiti>W) 

£*t5/5^ Xlil3f/^7|;J;ot^t!) >-^*£*t3" ISMACryp" tm^tl 

[0 004] 

I SMA DRM7-^r7ftt'li 1 I SMA§jfIti I SMAC r y plftft^tl 
Tc^f-y— A. MliE^tt/c^ — ;&U^>^'^ y ^ ^ ^Mag-ir^ S 0 " I SMACr 40 
yp" te, IS MAI. 0 ^^^Lt^Bf^b. p< y-fe— .i^BffiE. \? 

[0 0 0 5] 

E]2{i, ^/^-T-ir>-^^S (KEY MGT) „ RT S P$lp-Y y^7x-^, 
I SMAr- ^fflOBt-^-fb-y-— fcf^T^fcS I SMACr y p — CO^^f Z7 ^ — ^ ? I 
SMAgflU- ^T^f-t Sr^-T$ b(Cf¥^ffl/^|2I-e$,^ 0 ISMACrypSffHt 

I SMAf-^^Ptf^U f&BEU, ^O^tt^^x-y^tt-So 
[0 0 0 6] 

I SMACr y p^^f®Tfe5 0 V^"ftt(D^ 50 
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_ y^(OZ7 r-f/M^fs;**^^ Xfiifi^v 2 '^— ^'fc:S:i't $^5. iSMACryp^ 

^t^^— y/mmm-eijfrfr. mmn^^-yy^mm-cm^-t^T—^ (arc) 

[0 0 0 7] 

I SMA©fsiI»\ 2Wm<D%:mm. -r^t>ibl SMAfffl^Si^il>*MPEG 
^A^T'^VV t^MPEG-4{ffI*P y ) :fc £ t>*M P E G - 4 ( 

-C&<, MP E G - 4 '>^r A l/^f tifg^^ItS - i 5„ MPE GWrA^ 

itsMPEG iod (WM^r-?^^? hmm ^u-c^m £ ioDii/^t 

ySDP (ir s/ VfEize^D h S'l*. t^HSDP IODitt^nSo 

[0 0 0 8] 

I SMAC r y p ti&tz* m^<D ? -4 ^(D^mWi^Mm 3o SDP^ yfe-i^rtO 
^<-T-^-y I O D ?rl)£55"t"-5o 0r*j|GD>^-?- U >-^fi I SMAv-^tU y^l^b^S^f 
t££ 0 t>tr b^*r^fc±BSS:IS<o SDP IOD© *3<£I>* ^^y 

y^7^-^^iftLT, fti©MPEG-4 I PMP i>-^-^^ irOt§S3Sffi't4^r 

[0 0 0 9] 

5WT© I SMAC r y pS£ia5 I OD^feSgte^^^fctft < x S0f^MP 
EG-4 I PMPfilIii«l^^^\ r©felit: % I SMA^fy-AliMPE 

g-4 i PMPfe5ii:M1f«i-J; , ?]EL<Et$tb^v^S^fe2>o ^til ism 

AC r y p^Spfci I OD^ICfclt?) I PMP_D e s c r i p t o r (O^F^ESr-gEffl Lt I 
SMAC r y pffillrv'/tJ) vmii^ Lt^5„ L^U MPEG-4 I PM 

P*£36»c.fc*Ui. I PMP^l^ffSt5#^tt I ODrtty-ZHJ ^ MBi&^SrSlzrci- 

-<#-efo^= mbO^WS^ttttl SMA7W-A!7-^©MPEG-4 I 

P M P i£§SS^-S:i'«m S.mm "51 ti'l* S: PM.* U a»*a ft u \ 

[0010] 

I SMAC r y pi?liSDPF^l© I ODM^ltMPEG-4 I PMP£rfflV^ 
Sriri"?. I SMAC r y p{SI©->^ty y^^t5„ IODrtCj3it5IPM 
P_D escriptor (D^&^mm^M U ^(DWkfc^ Y V — -^75H£^ £ ^XTV > 3 

r<bii*pi-s„ mpeg i PMPTOSifi©i^, a&e>fea s fc3*isofc:#ife-e.x h y 
— a^&ljs-ts r. t*sff$n«>o 0»J*.wr* f y — A^rM^i-r^o mpeg 

— 4 I PMPi£!l&Htf£l4. I ODrt(:y-/vy^ hte^^-^rS^UX I PMP^^^r^ 
-T-<#-efc2) i^a^U-CV^So «2pt?W:. I PMPft»©fc»i: I ODIC I PMP_D e 
s c r i p t o r j&S#3Ei--5 r. £ Sr^KE U"C V\ ^oX. I SMAC r y p 
^fc^^t'J ^i^^fe-T?{4. I ODjftSy— /HJ ^ htexliT-^-^tf^ I PMP_D e s c r 

i p t o r fi-g-Ay-CV^vMftEtt.x h y — ^3^«£*bXV^tm^*jE5mc|fcto-C# 
[001 1 ] 

^C, MPEG-4 I PMPfe^EMIfWl SMAllf-^, ffiix.i~£ 1 PM 
P^"— ^{C^5>Bt-^-'fbtW^ J ^KMSt#^c5r^B"5Itg{C-r5fci6lC N I SMAC r y p^2p 
i4M PEG — 4 I PMP1¥I'S^^T ^ ^%ifc£i%ti I SMAC r y p_D e s c r 
i p t o r IdJ; K> I ODrt© I PMP D escr iptor ^ifo^S-Sr 0 t^L, MP 
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EG-4 I PMP^f2ptf>3feJT/M<^ IOD©^y^^^7.}i^jE§nx^T, 
I SMACr y pt^S^XIB^-^aytfil/j;^ IPMPnV^^r 
7<> MC^^ £ tlfc I SMAl^r- ^^rSiffOMP EG — 4 I P M P t£3g^i¥ t S^t£ 

<D&z>§:mm : £i&ft}x*%te\'^ix&2bz> ti^omm&htiib-fo ue^^i^f^cd i sma 

^7^ — ^<7>^MSr*/J^3li! if«>/iasp> x tffOMPEG-4 I PMPifcmWmCD — W 
tt^^ofc^tC SffMPEG-4 I PMPM5S^2p^ i <9 I SMAM^Ot — ^ ^r^g- 

o 

[0012] 10 

*3S93fi. I SMA§l7l^-A'7-^iCo^t2tpItg4MPEG-4 I PMPfe 

KSrSHfc-r- 3 r t & B &} t -r Z> B 

[0013] 

^mmi-i^y-rv ^^mm^^ot^m^, mpeg^^-^*^ (iod) 

(C:fctt£ I SMAC r y p {£^CD#£E^>^'-7- V y^tSV^t!) :^8SMf*<£:8IJ£-*--5o 
OMPEG-4 I PMPtfcKWSptSgMitfS&t) x TOcMPEG^rA^ISM 

-^5:180 1 5 ft (D^^^^fe ^Sttt 5 0 20 
[0014] 

*3S0jmifefc. I SMAC r y p^7^-^Sr*SttLTMPEG^rA^ I SMA 

Ste*Kfflfc3E*ji-$-3tfc*B3»-£:^J£-*"2>o MPEG— 4 I PMPife^gfc <fc K> %lfecSthtz I 

PMP D a ta BaseCl a s s I SMAfiC r y p D a t a ?rt£§iUX 

I SMAC r y p s< =7 * — $> 3r%jfAi-3 r. <*: j&ST?# S 0 ^ CO I SMAC r y p D a t a 

I PMP*£§R«!|Hc:ip«if S3t«)tc I PM P fEifr?-* fcii I PM 

p;* h y — AiMtsr 

[0015] 

*Iiti?iMPEG-4 I PMPfei^tlfc I SMA»7 h !J-A^ft5g 

H"Cfi. 30 
iSMA^^Ki, ^yry^i, MW.=i ^^^^(Df&mttik&^-f- 1 PMPy-;HJ 

Mis i sma^^s^ h y — A^bfiufE i pmp !X — /i" y ^ MeizS^-s-si^b. 

huIBI PMPy-;HJ^ hlE^^(c^$n7t^— ^^ttifB^:'lB^Stc#^-r^)^«S : /0^ 
huIB^— /w^#^-t-^>^r^}c(iBufE^— /t'^fflv^XHufB^ Vry^^SU Suffix — 

[0016] 
[0017] 

iulS I SMA»t; h y — A(i i OD^f U miiE I PMPy-;H) * MBJfc-?- 

[0018] 

*%i^(C#,5MPEG-4 I P M P *£S5 $ tl,7c I S MAlf^ h y — A. 
I SMA^y Ki, a^fvyi, ttlfE^ V^CO^St^-^^-^-f- I P M P fEizli^- <t 

^r-atf I SMA|($7 h y -A^ft, 
fufB I SMAB^ h y — -/^fbfitfE I PMP|Eizti^^^#U. 

buIEI PMPIExE^Fd^^tb^i^— /v^5f(j|E^H^M(c^^i-S/0^* i: Sr^^U, 50 
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Su IE y — /uafcfiFfiE-J- S f± hu f5 ^ — & ffl u ^ "C Mffi ayfyy* MS b , itufB ^ — 

[0019] 

&fc. SufE I SMAi*^ h V — -Mi$ blc, SufS I P M P lEizE-? - £rf B~f~ I P M P fSozfi 
^#-r £r"a^ BulE^B^^fiSufB I SMAl*^ tu IE I PMPfEizE 

Bute i PMPfsazB^-^-r >-^^Ja-r"7- Ki/^cotuie i p m p & ®#t 5 r i ^» 

[ 0 O 2 O ] 

&*s, ftrtei pmpieIi 1 ^^ ^stjte i smai^x h y — aoe siEizB^^fe^ 

#U MIS I PMPfBili^-^'l' ^^^t-f-ffjfB I PMPfEi&^^iiufE I SMAi*7 f U 
[0 0 2 1 ] 

*fc, litlfBI PMPfEi!?^--e I SMAC r y p M — /Vj^Jg^ £ tfCV * HU IE 

I SMAC r y p)Si7-/V^gft It, iufE=i ^ ^ O^f^g^tT 5 lit U"Ct>iV^ 

o 

[0 0 2 2] 

$ £>tC s fltfE I PMPfEizE^i^^^tLTV^ I SMAC r y p_D a t a I SM 
A C r y p — ^ 9 fcti .U 

liufEM f±S$tbfc I SMAC r y p ^7 ^ — 9 Srffl V^"C I SMAC r y pM^y~ /V£r 

[ O O 2 3 ] 

5>{^. iifjfEI SMAlft^ h y—J»(D I PMP^ b y — J±t*KD I PMP^ ^ir — 
-^(C^&^^nXV^ I SMAC r y p D a t a frib I SMAC r y p ^ — 9 £r3X Y) 

m^SM^O ttiZtlfc I SMAC r y p s<7 * — 9 £rfflV^T I SMAC r y pfl&iflES'— /V£r 

[0 0 2 4] 

ftufEI SMAlfr^ h y— -Mi. fufEI PMP?E5z6T-{^AP^-C. £ "bfcHufE^^ 
< £ t> — zxDV— jXs&fMr I PMPy-^y^ MEizE^^r-a^ 

HtjfE^m^Sfi. fufBI PMP^-/HI7 hfEizl^XtefiulE I PMPfE5zE^3:I&*IIU-C 
. fulE I PMP:y— /l^y ^ MEiWXfiiiulE I PMPfEi6^^^$ tbfc^— /v^fusE^-fa 

[0 0 2 5] 

i sMAyiz-Ay-^rt-eiiiODioit/OD^M^ti?., i pmp^ 

— /l-y ^ hfEizg^-« I ODF^J^lSfeji^tl, I SMAC r y p§Wftt5i^ll I 
PMPfEaN-^TK^ ^i^ioit/ I PMP fEiB^-^ i ODjoJct/ODl^l^S^iA^tt^o 

[0026] • 

I ODioj:t;ODi4, SDP IODv'^tyy^ltMPEG-4^7A?rI 

I SMASffii^li^$ti5 0 §titt I ODtOD?r»lft5 0 I PMP^ 
y^b^t^PL/c^bil Sfltflftttl SMACry p^S^fSri^HttV^I, 

0 I PMPtEM^-tf^ ^9 t I PMPfEizB^^&iUfci^ bfcf. SlH^lJi if <?>^ h y — ^> 
[0 0 2 7] 

I SMA7 U— -£,17 — ^t*H31:}o<^-C. y — -kfl* I S MAMA C r y p iZL X <9 £ 

tlTV^^-g-. I SMAC r y p^7^ — 9 (MZ-lSm^mftm I SMAC r y p_ 
Data IZLfeWiZftX, I PMPfExE^-^fcti I PMP^ h U -A[CA^5r t^T^, 

/N°7^-^©|§WiMPEG-4 I PMPl£§l(c^p8!lU'rv^5 0 

[0 0 2 8] 

%:itmmX^ I SMAC r y pJStfV^^— ^^r. MPEG-4 IPMPfefiSi 
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y p 



r©/N°7^-^?rffl^T I SMAC r 
[0 0 2 9] 

*^K?rffflt5 r. i: <fc Y) , I SMAS|7U-Ay-^|iMPEG-4 I PMP 
[0 0 3 0] 

I ODF*3©^-/Vy K fci^ODrt© I PMPf5izi!^-4r^!V^X I SMA C 
PEG-4 I PMPjfcg&ERJIS^JtUlSllfeti&WU ^otMPEG^rAtJfl SM 

A.%:mm&ms.mm-*smiz-ir2> 0 10 

[0 0 3 1 ] 

*^IJJi I PMP_D a t a _B a s e C 1 ass bi£3fi Ufc I SMAC r y 

p_D a t a <£r^^ci-?> 0 ^SSWlC J: £ I SMA Cry p D a t a Irl^T, I SMA 

Cry p /^7^ — 9 &r$&*ftL, gcV^T I P M P fEizB^- * fc »± I PMP7 h!J — -^O^TH 
^IC^t5ri:^-e#5„ I SMACryp/v^-^©tW^MPEG-4 I 

[0 0 3 2] 

i PMPtelv'^tuy^ 

^ffl SMACryp(±I SMAfiioJ;U!MPEG^f1i[p]itCDSDP IODv'^' 20 
■^-y ^^IC^J-^UXV^o I SMAffflgffittSDP FMTP'^tyy^7^- 
^©^Sit?)^\ SDP I OD»^ FD-A^ I SMAC r y pftl (f/M PMP 
->^-TV ^f) Stltttt©MPEGSif«ICv'^-7-y y^L^(ttvif/£b^V\ KM S 
fc£. SDP I ODF*3<Z> I PMP i/f-r ]) 1/ (1*1 PMPi/^t!) y^) CO^-^m^ 
X I SMAC r y p SrV^MJ y^ttt±V\ 
[0 0 3 3] 

fflftttftMPEG-4 I PMPltaRfca^lttSr^ri-S^^^ y^^«:lS^i-So 

ISMACryplifII;MPEG-4 I PMPfeli ©S^ttSr^ 

[0 0 3 4] 30 

ft/jN i PMP-x->^t y 

I PMPfeKi I OD(C*5(t ^> I PMP7-yVD h & Mfc-t £<, ^— /V y ^ h 

iE5zE^(im-eaj-c< s^. h y — -t^J-e^s £ $tts i pmpj/-;vo y ^ h Srsasui-So 

MPEG -4 I PMP&liCiWi, I PMPffil^^f^^^ ^-/HJ^ME 
m^f- « I ODt^KdS^^tta^^X-fo^o tiEoT, JRyhPilco I PMP-X->^ty V^© 
*§-£\ r. <Z> g 6*) ^H^" I PMPfEizE^cOft^^ (C I ODF*3C0 I PMP7-/HJ ^ 

[0 0 3 5] 

SDPtif}MPEG-4 I OD izWb tetLtlti I ODICfcSj-?. I PMP7-/H) ^. 
h<DiiLW£. IH6T-6. li:Lt/T$*lTl^ 0 40 
[0 0 3 6] 

^^ktexzjtKMsmm&m&mfe-t&mi?) i smac r y ptt^jcj;^^ 

H2i®7-/V^MPEG I PMP^-yHJT. MEl^-tC^^nS^tT-fcSo 
#3<7>t><£>fiKMS ^— /I^fc 9 „ HL<D I SMAiiy- /V-C£>£ 0 MPEG I P 

MP7-/V!) ^ hlZtSlfZ) I SMA C r y p IX— I SMAC r y pi£^£r~>^ 

[0 0 3 7] 

I SMACr y p S>— /V^r^-T^ ^— /l^ y ^ MEa^^O^JSr^ 1 »C^"t-„ 
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I PMPJToolLis t Des cTa g 
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IPMP_Tool 
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IPMP.ToolTag 
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IPMP_ToolID 


TOMS 5>— t»l^ 
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isAltGroup 
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1 


isParametric 


0 
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ObOOOO. 00 
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y —/PURL 








IPMPJTool 


11 
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IPMP_ToolTag 


0X61 
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16 






13 


128 


IPMPJToolID 




14 


1 


isAltGroup 
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15 
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isParametric 


0 


16 
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ObOOOO. 00 


17 


8 






18 




!7 — /PURL 





[0038] _ 

I PMP^-ZV!) J* Hi EI 4 (n^-fM P EG — 4 I PMPiga >^ ^^Hig-C^ £ 
*L5 0 IPMP^— /wy^h (4. 1) Irll^rtia^ I SMAC r y p-^r^O^ 

-$-£>„ /HJ * FT?® I PMPy- /Wi3i§9 CD^ifeT?«ISU'5rti"C*>5o IB— fiiit/$ s <£: 
WS»iBfltJ;5«iJ5at5>nfc@tl 2 8lfyH PMP_Too 1 ID (4. 2) «: 
^ffl-T-So IZ|itiSIC^^ft#l5-Cfc5y-/W^t I PMP_To o 1 ID (4. 

^5^t^-e#-5 0 ftf Ot©ti I PMP'7- ^s^f--f-v-i^^2p^ffi^-f-^f-jt)^-?^ 

^— ?mm (4. 4) sHjgffli-sa** iffim-z&mttmm&nn-p&tcfrcD^y— 

[0 0 3 9] 

i+iPMP-xv'^tyy^' 

mpeg^tAM^II©!^ i PMPiS©^aofc*lcJ: 0^<©i pmp 
ffiWfci&mk £ti&„ «t 9 ilj'ttfls^M peg I PMP»>^t!) y/o^-^i: tt 

&t©ipmp- x^tyy^W5. t^">3 y2"Ci(a^Lfc7- /vy ^ h 

id, MPEGSMitwi^ts^- Bt^k^ixfcs*^ h y — 

A^*J- U ^tftfSE SfESi^-(i.£ATtf> I PMP_D escriptorPointer 
(^2) Sr-g-Ay-^JfettjfUift e>^v\ 
[0 0 40] 
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[352] 



BESETS 


"7 v — /!✓ 

r *©• 




7 J — A* 








IPMP_DescriptorPointer 
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IPMP_DescriptorPointer tag 
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IPMPJ)escriptorID 


OXFF 
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IPMPX_DescriptorID 


0 X 0002/0 X 0003 


5 


16 


IPMP_ES_ID 


0 X 0000 



[0 0 4 1 ] 

w<D I PMPfei{*i^^'ty ^-^(DWi^^M 5 {31^i- 0 E S D escriptor 

F fe 3<7>r<DfEiz!i^-;K-l' >^ (5. 1*5^1^5. 2) 3 - t r. OfB^-7-{CM5S# 

l-tbttfc^. h y — A{4 S #Bg I PMP_D escriptor (5. 3)6X1^5. 4) "C 

-t-#BS I PMP_D escr iptorli, 9 hBEiB-^lcteJfrt £ixZ>^% T?fc 5 

o 

[0 0 4 2] 

SDPfdio TM PEG — 4 I O D F^Cf#*>iA* tbfc O D .X h JJ — M-lOotf I PM 

PlExE^POfltBrau' EI 6 . 2 t LT*^t^5„ 

[3g3] 
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IPMP_DescriptorID 
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0XFFFF 
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IPMP_DescriptorIDEx 


0 X 0002/0 X 0003 
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IPMPJToolID 


{U f ± I SM Afi? 38 ^ — #1 ^ 
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0X01 WK/^y77i»»» 
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0X80 



[0 0 4 3] 

^fc. I ODfi^T© I PMP D escriptorPointer (fg 4 ) £r-^A, 

[0 044] 
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y j — a> 




y 4 —fr K£ 
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IPMP_DescriptorPointer 
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IPMP_DescriptorPointer tag 
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IPMP_DescriptorID 


OXFF 
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16 


IPMP_DescriptorrDEx 


0X0001 
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16 


IPMP_ES_ID 


oxoooo 



[0 0 4 5 ] 

±_<D I PMP D escriptorPointerfi. I PMP D e s c r i p t 

or IDEx^OXOOOl "CfoS I PMP D escr iptor Srjf ^i-5 0 2fcV N ~e 

Jf^£*tf:: I PMP_D escr iptor ^IOD 5 ) tg*$tl5^g^fe5o 

x o o ^p^^^^^^fc^>,#J-®&$nfcv^ 0 

[0 0 4 6] 
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IPMP_Descr iptor 
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rPMP_Descriptor tag 


11 
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IPMP_DescriptorID 


OXFF 
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16 


IPMPSJType 


0 X FFFF 
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16 


IPMP_DescriptorIDEx 


0X0001 
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128 


IPMP_ToolID 




7 


8 




OXOOOfiitfSp^-f v h**L) 



[0 04 7] 

IPMPaaiiSiftttCfeatt^I SMACrypf-^^W 

I SMAC r y p {4-^ * — & cO&a^fflV^T^ h y — 3,(DR£-IHt£rfeizli-t-5o ^^7^ — 

[0048] 
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~7 


Crypto- suite 


1..255 




1 ]) 


IV-lenqth 


1 8 


IV (D/<4 h^&(7>S$ 
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Detta-fV- length 


0..2 
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Selective-en crvotion 


0 1 






Key- in di cat or- pe r-AU 


0..1 




0 


Key- in di cat or- le ngth 


0..255 




0 



1) -fe^ v-aVl 0. OWAES-CTRf^t/t'h 



[0 0 4 9] 

I PMPife^i2^'|4(DfcStt^--C^<7^ — I SMAC r y p_ 

Da t ate I PMP — X(C<fci9 I PMP D a ta_Ba seCl a s s b 

i£$g"5Tfg-e£>3 0 I PMP_D a t a_B a s e C 1 a s s te^Ti^i" <£ 0 MP E 
G— 4 I PMPX-e^$tL5„ 

[0 0 5 0]. 
abstract aligned(8) expandable (228-1) class IPMP_Data_BaseClass : 
bit (8) tag=0 . . 255 

{ 

bit (8) Version; 
bit (32) datalD; 

// Fields and data extending this message. 

} 

[0 0 5 1 ] 

I SMAC r y p D a t a (4^ — if— fcm<&& ^SrfflV^±W<- ^ ? =7 ^frt>ifcm 

^Ttg-efcS 0 ^^T'T- Pte^^*— S^CD^^f— V<Dm.&F?^^ t7b* 

[0 0 5 2] 

I© I SMAC r y p_D a t a tt^f ^llft&tt^-C 2 ®Bf fd^^-T^ ^ t Z> 0 W, 

— f4 I PMPfSize-^^CO^&^-efcSo I SMAC r y p D a t a ^W^S I PMP 

[0 0 5 3] 
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IPMP_Descriptor 
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7^— 9^<< X 
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Selective-encryption 




14 
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Key- i ndi ca t or-per-Au 




15 


8 


Key- indicator- length 





[0 0 5 4] 

SDP|Ii0MPEG-4 I ODp^^^ibT^^thfc I PMPf2lT-(DOD^ MJ-A 
ICfctt Steffi. @6T^t6. 2 i: tt^^tltl/^. 
[0 0 5 5] 

I SMAC r y p D a t a ^faffi-lr Zffc — CDjifefe^ I PMP Me s s a g e F*3 

i pmp^ h y — -Mci&^rr^o 

[0 0 5 6] 

aligned (8) expandable (228-1) class IPMP_Message 
{ 

bit (16) IPMPS_Type; 
if (IPMPS_Type == 0) 
( 

bit (8) URLString[sizeOf Instance-2] ; 

) 

else (if (IPMPS_Type == 0X0001) 
( 
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bit (16) IPMP_DescriptorID; 

IPMP_Data_BaseClass IPMP_ExtendedData [] 
} else { 

bit (8) IPMP_data[sizeOf Instance-2] ; 

} 

} 

[0 0 5 7] 

^8 tC, I PMP_Me s s a g e tfS I SMAC r y p_D a t a SrftttLT^5»^ 
<D*/^$ y ? ^&7Fi~ 0 ~<D I PMP_D escriptorlDEx ^k^-f^b I PMP 
fEi&^-Cjf I PMP^— /P^S I PMP_Me s s a g e 0D553fe"Cfc § 0 

[0 0 5 8] 



7 4— /U 




7 4 K^S 
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IPMPS_Type 


0 x 0001 
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ISMACryp_Data 
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ISMACryp_DataTag 
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IV-length 
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Delta-IV-length 
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Selective-encryption 




10 
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Key-indicator-per-Au 




11 
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[0 0 5 9] 

i sMA^fiito i PMPx->^ty >-^'co^ai 

[0 0 6 0] 

i sMA^mm-z-m&ttrt tbtht^mfc* h v — ^&mm-tz> sup #&j&m\, 

1Z.m& (SOI) % MPEG-4 IODiWitlSltt^feS^S^^^-y^ L (S 
0 2) % ^tl^^t^t^Wi-tCDiaft^ f>tlfc«*^ h y - E G - 4 

r A JrS^tOfcS^ h y - AffcS r i ^^^ 5o L-^v^-g-tUi. ^mpeg^ 

feT^ltS (SO 3) „ <Sfe^ x MPEG — 4 I ODrtlC I PMPy-/H)^ 

i" 5*^**5: ^"31 y ?-tZ> (S04) , MPEG-4 I ODF^IC I PMPy-yVjJ X h 

^#ftt2>i^, I PMPitSgSrffli^-c-tosef*:;* h y — Aasiftg^ti/rv^^ hfrfrfr 

Z> 0 ^ Lt I PMPlEiZti-^-^^^^tL^lT o o 1 I D (C^o T^— /V£r:fc*>_Lt-f £ (S 

45^£;h,fcfBJflf5K-r V h T"ffi$x b y — ^OR£-5§-«?ic£:5l9#5 (S07) 0 IP 
MPfBiTg^-Xtt I PMP^ h y — J^^tt-hihtLiXtz I SMAC r y p_D a t a 
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S^Sr^aiy^u (so 8) „ ^rthtfthzm-g-izte^ ^n&vg-^-ffiWi^y— /wcia^u ss 
^i-s (so 9) 0 iE^r-7/so4-ei PMpy-^y^h^#ftu^^i^ 

tC{4 % I PMPftlt^^MPEGMt'ffiltS (S05) e XfE^n -ir ^ &m 7 
[0 0 6 1 ] 

1 OtPt^rJinC?. I SMA^fiflK*MPEG-4 I PMPti^tl Lt I SMA 
I OD^b I PMPy-^U ^ M23zii^^^*-r-5X;£li:. 

y-/U!J^ h id^^nfc^— /V-^^^L-. /H D -CeftB'J £ *L 5 I SMAC r y p 

ItEV — A;6 S £> 3 *§-£\ BUte I SMAC r y p M WES'— £ d^^^^SE #?£ 

htd^^tLfc^— /V£r*fc3EL^ /H D T?WB'J S *L 5 I SMAC r y pK 

MS V— ^^fo&Wsit, I SMACr y p KM S V — S^ifi^ffert Z> T^S/O^^tS C 

[0 0 6 2] 

H2<E>1*ricl£<fc*Uf, _hiElE*&0> I SMASfiltMPEG-4 I PMPfeSS:^ 
ESfEM^-^b I PMPlEi^y-sK-O^SrSfltU. &MI PMPlE^SrOD^b^H 

I SMAC r y pflfSs^— I PM P lEizBT-XJt^ $ tit ^ %>Wi^. I SMAC r y 
[0 0 6 3] 

^3©^|Cj;Wf, ±EEt© I SMA^a«ilT?MP E G - 4 I PMPtel&f 
fflLTI SMAI*^ h V — J»(Dm®tt£i&m : £ftte 5S51K-C*>o-C. BUSS I PMPy- /V 

ESteiifi^-^fe I PMPfB3zl!^-^-r V^^^fs E> mm I PMPBeizfi^^rOD^ib^fH 

I SMAC r y p fifSt^— A-^ I P M P iExE^Xji^ £;hX"V ^ £>4§-£\ I SMAC r y 

I PM PfSxB^tCl&fcrt^HXV^ I SMA Cry p D a t a^b I SMA C r y p^ 

7 ^ — ^ £Siffl-*-XfI£: . 

mjfSSlttJ^ttfc I SMAC r y p/<7^-?^i^t I SMAC r y p flfS^ — /V£rt£ 
[0064] 

^4»«^(cJ;n(4. XfEI5«g<D I SMASIIiltMPEG-4 I PMPfelSrffi 
fflUTI SMA«^ MJ-AW^^l^^p^lT'fcoT, SfrfE I PMPS'-A' 

ESfEizB^^I PMPlEi&^sK-f ^SrS-fBU, #BfU PMP iSiig^^rOD/i^gr'fs 

I SMAC r y pM7-/^ I PM P td.T&^-X-fafc&tlX^^ SIM^. I SMAC r y 

I PMP7 h y — AF^CO I PM P ^ -yir — i^{d^&^»3$tbXV^-5 I SMAC r y p D a 

tai^I SMACryp/<7^-^?:®aitlSi, 
tffifEEttb£*Lfc: I SMAC r y v' <: 7 ^<£fflV^X I SMAC r y p fifl^ — AStIS 
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[0 0 6 5] 

X&>Z>0 o 
[0 0 6 6] 

[HIl] I SMACryp^T-^r^ft^t. 

[IU2] I PMPC r y p^if^T-^r t^t@tfc5, 

[El 3 ] I PMPC r y P V> -5ift^|<75^7fe^3 7 »=» — SriSi-BI-Cfc*. 
[04] MPEG-4 I PMPKS^yryyftil^t. 
[EI5] I PMPfSiz!i^?rffl(/^/c-^:S->^'-^- y v^'^^-f-El-C-foSo 

[El 6 ] S D P F^^^^iA^ttfc I OD^io(t^) I PMPlf fg^^i-El-efcSo 
[1117] I SMA^S«t*(DI PMP-Xfel07P-f-t-Ftfc5, 
[^^-WfftP^] 
[ 0 O 6 7 ] 

i . i -^*<? y 

1. 2 5£fS8l 

4. 1 I PMPy-zVUXh 

4 . 2 As I Dl¥ 

4. 3 f-t#!y-/HDP 

4. 4 — ^IBizE 

5. 1 N 5. 2 I PMP#-<y^ 
5.3.5.4 I PMPfEizii^- 
5. 5 fr^-BL^ MJ-A 

5. 6 t'ftEL^Mi-A 

5 . 7 h y —A 

6. i i PMP7- /wy^.h 

6.2 I PMPfEize^?- 
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ISMA 


ISMACiyp 



(16) 




JP 2004-364273 A 2004.12.24 



[03 ] 























— > 






7t^;u — > 






> 
















RTP 


—*\ SRTP 




> 


srtp -* 


RTP 











ISMACryp 


1 RTSP KEY MGT 
7P- 7Q- 












\ ISMA | 




4C. 5C. TCPA, IPMP&, f<Df 



[E14] 



[H15] 




o 

T 



nJ 
I 



O: 
I 



& 

B? 



ft 



I 

CL 
2 

CL 




CO=A 





ESD=B 




PMP DSCR-X 










eso-c 


5.1 


IP MP 5^-^ 
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^5.5 
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<f8*Ht) 



5.7 



«*hU-A 
<63«Hb> 




[El 6 1 



v= 
o— 

3= 

e= 

c= 



HttSt? 

□^control: * 

a«=range:ntpe= 

a ea a« s, mpeg4-id 



IOD 



tPMP-;/-;HJ ;* h 



OOX h 'J — A 



OD (^xf hSifi^) 




ESK£*- 
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•6.1 



6.2 
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70> h^—is<Dffi% 



i/>j3tf—)\s5 3 4 4 1 5 ;k ■ -fe> • 7*^— jl— % 7D7^ 1 0 2 2 S 06-3 

5 3 0 • ■ >f >^\X> »J7il/ • ^x^j K • y>W-;i/if^Pifft5 

;i/5 3 4 4 1 5 > # ;K • -fe> v7^-a- 7oy^l-0 2 2, 0 6-3 

5 3 OS, • -tr> • -f >VX h • ji*^ K /VJ- V- * * • is >##-;i/ffi5sm}*3; 
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